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About the Installation Guide

Thank you for choosing Mult IP as your mobile VPN solution. This guide contains all the information you
need to deploy a full-feature Mult-IP Mobile VPN solution or single out any of its components. Despite
the complexity inherent to large systems, installation of the Mult-IP mobile VPN is straightforward and
requires the same steps regardless of whether you are setting up single-gateway or load balancing
gateway environments. Topics discussed in this guide include:

+ Gateway Installation and Initial Setup — installation of the gateway component and applying initial
setup on your local network;

+ Installation of the Management Console — installation and required first login into the solution’s
configuration and monitoring graphical user interface;

<+ Installation of the Mult-IP Client software — installation of the client software on a best-of-class
mobile device running Windows XP, Windows 7 (x86 and x64) or Windows 8.1x64;

+  Ghosting Mobile Workstations — replication of a best-of-class client image to multiple fleet devices;

+ Installing Mult-IP Analytics Software — installation of the optional Analytics server and client
launcher, ODBC datasource administration and binding to existing SQL database;

+ Uninstalling Mult-IP Software — complete removal of Mult-IP components without impacting host.

This guide, available as a printable PDF ( '1 ) file, can be found in the Documentation folder of the
Mult-IP software archive (requires Adobe® Acrobat Reader app for viewing). Please turn to the
companion Mult-IP Mobile VPN Administration Guide for detailed configuration and administration
practices. The latter comes in two formats: a printable PDF file in located in the Documentation folder
and a topic-based searchable HTML help system can be accessed by clicking the §# Mult-IP Help button
located at the top of the management console’s Action pane as well as in most context-sensitive
menus.

Mult-IP documentation is subject to frequent revisions in order to keep pace with this fast evolving
product. While updated documentation always accompanies new software releases, we do welcome
your feedback on any omission or inconsistency noticed between what you read and actual software
GUI or behavior
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Gateway Installation and Initial Setup

In this section, you will learn how to install and enable a single gateway with minimum network
settings on a dedicated Windows Server 2008 R2 or Windows Server 2012 R2 machine. Except when
specified, repeat this procedure for any additional gateway (when building a load balancing system).
This section discusses installation of LAN-based components only, it does not address operational tasks
such as adding and configuring the communication driver(s) and deploying mobile workstations.

Note: Be aware that mobile registration does not immediately take place after gateway installation.
A minimum amount of configuration is required before mobiles can register.

Note: Make sure to add Mult-IP processes to your Antivirus Exclusion list to prevent unexpected stops
of Mult-IP processes:MultIPGateway.exe, LicenseServer.exe, NdisServer.exe, RipStorage.exe.
Keep in mind that the first gateway counts as a building block in a scalable solution. Paying
attention to these criteria during installation will ensure seamless expansion to a load
balancing solution.

+ Context Name: A discrete network signature is defined during installation of the first gateway. The
context name sent in multicast over the LAN, informs each subsequently installed gateway of the
existence of an already configured environment. Basically, the context serves as a “hook” to bind
all gateways to act as a single network.

Virtual IP Segment: Mult-IP relies on an IP segment completely isolated from that of the corporate
LAN. This segment, shared by gateways and mobile clients, is used for fleet mobile registration and
internal routing. Scoped or non-scoped IP addresses and subnet masks entered during installation of
the first gateway are also shared with other gateways in the same network context.

Master IP Address: Physical static IP address used to route traffic from application servers to the
Mult-IP virtual IP segment. It acts as a return path for packets sent back to mobile workstations.

%

%

Pre-installation checklist

Warning

A If you deploy your Mult-IP license on a virtual machine, take appropriate measures to
ensure your MAC addresses and machine identification cannot change over time.
Failure to do so may result in a loss of license and potential outage.

The following requirements must be met for proper operation of your Mult-IP gateway environment:

+  Windows Server 2008 R2 or Windows Server 2012 R2

+ .NET Framework 2.0 or later (included but disabled in Windows Server 2008 R2, .NET 4.0
Framework is enabled by default on Windows Server 2012 R2).

MS XML v. 4.0 (included in Mult-IP gateway installer).
Microsoft® Visual C++ 2008 redistributable (bundled with the Mult-IP gateway installer).

Microsoft® Management Console (MMC) v. 3 (included with Windows Server 2008 R2 and Windows
Server 2012 R2).

¥y ¥

%
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+  Multiple Gigabit Ethernet Network Interface Cards (NICs) set to static IP addresses:
= one card dedicated to fleet traffic;
= one card hosting the Master IP (assighed to return LAN traffic (such as application data);
= one card supporting master/slave notification between load balancing gateways.

+  All network cards (NICs) updated to the latest manufacturer driver along with disabled Checksum
Offloading to resolve network slowdowns which may lead to failures.

+ Corporate firewall set to allow listening ports listed in Appendix B: Port Assignment.

+ In Load Balancing environments, set all gateway hosts to synchronize to the same internet clock or
local NTP server. Out of sync Windows hosts cause one or several gateways to behave erratically.

Warning: Make sure to equip gateway machines with at least three physical network adapters before
launching the installer.

Step-by-Step Installation

The next procedure will guide you through the task of installing your first Mult-IP gateway. While most
steps apply to all subsequent gateways you wish to add to a load balancing system, some steps are
exclusive to a first-time installation and are clearly identified as such.

To install the gateway,

1. Run GatewaySetupé4.exe. Setup should start within a few seconds.

Mult-IP Gateway x64 - InstallShield Wizard

< Mult-IP Gateway x54 requires the following items to be installed on your computer. Click
2 - 8 )
(%Y Install to begin installing these requirements.

Status | Requirement
Pending Microsoft Visual C++ 2008 Redistributable Package (x64)
Pending Diagtools x64

P corcel |

2. The installer begins by scanning your system for missing components. Our example shows two
missing prerequisites: the third-party Microsoft® Visual C++ package as well as Radio IP’s own
Diagtools troubleshooting utility. Click Install to install prerequisites.

Warning: Diagtools includes a program called DTViewer used to generate traces. Turning-on all traces
is CPU-intensive and will adversely impact performance of Mult-IP Gateway. Tracing should
therefore be limited to planned situations and should not be left running without purpose.

Radio IP Software, Inc. | 105-0000000837-0136 | 2015-11-09 | www.radio-ip.com
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The gateway wizard starts once all prerequisites are met.

Hult-IP Gateway x64 - InstallShield Wizard

Preparing to InstalL..
Mult-IP Gateway x64 Setup s preparing the InstalShield

izard, which wil quide you through the program setup
process, Please wait.

Decompressing: Mut 1P Gateway x64.ms

Welcome to the InstaliShield Wizard for
Mult-1P Gateway x64

The
Your computer. To continue, cick Next.

3 AGREEMENT - x
cgadiIE
IMPORTANT: RADIO IP SOFTWARE LICENSES THE ENCLC  Cick Next to nstal to this folder, or cick Change to nstall toa
[YOU ONLY IF YOU ACCEPT ALL OF THE TERMS AND CONI

IN THIS LICENSE NT. YOU SHOULD CAREFULLY J Instal Mut-IP Gateway x64 to:
ons e e s - s mene= n | o S =1
© T pccepthe fems n the icense agresment

€ T do ok mccept the temme n e b agressent

Instalistiel

<wa [ w

InsialShisd

e [CEew |

3. As shown in the previous cascading screens, click Next to begin installation.

Accept the terms of the Radio IP license agreement and click Next to view the installation

directory.

5. Click Next to continue with the Mult-IP Gateway installation options. Select the one that
corresponds to the system component(s) you wish to deploy:

Complete inStallS au gateway Software {2 Mult-P Gateway x64 (3.10.0.3804) - InstallShield Wizard x|
. . . Setup Type
components at once. This option requires Choose the setup type that best sufs your needs, -
thor(?ugh uﬁnderstandmg of the Mult-IP e e
configuration process.  complete
@ All program features will be installed.
" Custom
@ Choose which program features you want installed and where they
wil be installed. Recommended for advanced users.

InstallShield

<Back | Mext > Cancel
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Custom: click this option only if you wish () 110 17 Gateway x64 (3.10.03804) - InstaliShied Wizsrd

to bypass the Mult-IP Gateway component *;f;': RN S
and install licensing software only. Such S
. [TRVPrOR Ty |\ Malt- 1P Gateway x64 (S.10.05604) - InstalShicld Wirand
would be the case when setting up a PR Cuctom Setwe
license server on a standalone physical or ﬂ Select the prixyie features pou mact vitafed.
virtual machine. @ Costom Dk o 30150 i the kst bl B0 change how & feature i rataled.

ﬁ - FRAE ISl

Thes faatire requees 2OME on
your herd drive, Tthes 16f 1
abdesires sdected, The
subdesnres requre BIKE on
Your hard drive.

| <msk [ meorz | cwes |

Untafshisd

6. Once you are satisfied with the installation option, click Next followed by Install to begin file copy.
Watch for a third-party software validation prompt.

B Windows Security E x|

‘Would you like to install this device software?

~  Name: Mult-IP Network Adapter
&' Publisher: Radio IP Software Inc.

e |

(@' You should only install driver software from publishers you trust. How can I decide which
device software is safe to install?

7. Check Always trust software from “Radio IP Software Inc.” to avoid further security prompts,
then click Install. You will then be prompted with the next context selection screen.

Multicast Settings
Hulticsnt g oup | 29 . 2% . 29 . 2.
Mulbicat port 19150

=2E
Sedect conkext ko uss
| Matro-Ageneies

— Sedect the interface supportineg e Master 1P

|Microsalt vitual Machine Bus Netreork Adapter =

P Address: 172.27.5.11
Sudoet sk 155, T05 40,0

ot |
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8. While installing the first Mult-IP gateway, set the following three parameters:
a. Set the multicast group and port to exchange Election information between Mult-IP gateways;

b. Identify a context. To do so, either select the Windows machine name on which the Mult-IP
gateway software is being installed or type a custom context name in the text entry field. This
name will be multicast over the corporate LAN. Context Name should be no longer than 40
characters, and should not contain spaces nor the following characters: ! *. & "'<>\/ “;

c. Click the drop-down list and select the physical network adapter dedicated to support the
Master IP. This network card will serve as a return path for traffic originating from network
devices (namely application servers) intended for fleet clients.

9. Double-check your entries and click OK to register context and IP information.

Note: The context area suggests the local Windows machine name as a default network context if
nothing else is found. While you may leave as is, you are encouraged to type a meaningful
context name to facilitate easy tracking of this Mult-IP’s network attribute in the long term.

Tip:  Access to the context selection screen is not restricted to the installer. In fact, you may need
to access this screen to correct an erroneous context selection, to redirect an individual
gateway to a new Mult-IP network or to change IP information or NIC selection for reasons such
as adapter replacement. To access this feature, go to Start > Programs > Radio IP > Scan
Context; select a new context name, then restart service.

10. Double-check your settings and click OK to complete gateway installation.

{& Mult-IP Gateway x64 - InstallShield Wizard x|

Wizard C d

The InstaliShield Wizard has successfully installed Mult-IP
Gateway x64. Click Finish to exit the wizard.

I~ Show the Windows Installer log

Cancell |

11. Click Finish to complete and close the installer.

Radio IP Software, Inc. | 105-0000000837-0136 | 2015-11-09 | www.radio-ip.com




Radio IP Software, Inc.

Radio

Redefining Secure Mobility

A

Mult-IP 3.11.2 | Installation Guide

12. Before going any further with installation of other Mult-IP components, bring up the Services
console and verify that all Radio-IP services are running as in the following screen sample.

File Acton View Help

=10f x|

@ |[m[Eo= HE» -

in mw

Services (Local)

Radio IP Diagnostic Tools Server Name «

adio IP Diagnostic Tools Server

Stop the service i Radio IP License Server
Restart the service £ Radio IP Mult-IP Front End Monitor
i Radio IP Mult-IP Gateway = |
Description: & Radio IP NDIS Server
Records Diagnostic & Profiing CLR P
Information for Radio IP Products Spiado:R RiClorage
£:Radio IP RU Agent v
4 I l »
Extended A Standard

Note:

It is good practice to open a command prompt on the gateway machine and run an IPCONFIG

in order to ensure that all required routes are present. This next example accounts for all
expected gateway host adapters and IP addresses.

ommand Prompt

Connection—specific DNS Suffix
C:slUserssAdministrator>ipconfig

Windows IP Configuration

Ethernet adapter Mult-IP Metwork Adapter:

Connection—specific DNS Suffix
IPv4 Addre

Subnet Mas -

Default Gateway .

Ethernet adapter MIP-Synch:

Connection—specific DNS Suffix
Link-local IPv6 Address . .
IPuv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . . .

192.168.121.1
255.255.255.8

feBA::1444:f585:6d41:5h6c 19
1A.18.253.1A8
255.255.255.8

Ethernet adapter MIP-Communications Drivers:

Connection—specific DNS Suffix
Link-local IPv6 Address . .
IPv4 Address. - .
Subnet M .
IPv4 Add
Subnet M
IPv4 Addr
Subnet Mask . .
Default Gateway .
Ethernet adapter support master:
Connection—specific DNS Suffix
Link-local IPv6 Address
IPv4 Address .
Subnet Mask .
IPv4 Addres -
Subnet Mask -
Default Gateway . .

feBA: :dd45:2d79:a63e:f542116
1A.18.121.1A8
255.255.255.8
1A.18.121.2@8
255.255.255.9
18.16.121.368
255.255.255.8

fe8@: :h4dh:c2h?7:2806:de86x13
172.27.5.11

255.255.240A.8
172.27.5.118
255.255.240.9
172.27.8.1

Tunnel adapter isatap.{4?C33FFE-E162-442C-831D-66661FABALICE?:

Media State . . . . . - . o . .
Connection—specific DNS Suffix

Media disconnected

Mult-IP Virtual Adapter
(Vnic)

About the Mult-lp
synchronysation
interface, please refer
below

Mult-IP Communications
drivers interface

Dedicated interface for
LAN traffic and Master IP
(172.27.5.110)

| 105-0000000837-0136 |

2015-11-09 |

www.radio-ip.com
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Important Notice :

Disable local Windows firewall whenever possible. However, If your organization requires an active
firewall on all LAN devices, make sure the Windows firewall contains inbound and outbound rules set to
allow the following Mult-IP services:

+  MultlPGateway.exe

+ LicenseServer.exe

+  NdisServer.exe

+ RipStorage.exe

+ Ruagent.exe

Make sure this requirement is met to support essential function.

Enabling support for Gratuitous ARP

These steps need to be performed only on Windows 2008 R2. On Windows 2012, the gratuitous ARP
packet is sent automatically when required.

Once gateway installation has completed, you must enable gratuitous ARP announcements by binding a
discrete ARP packet generator driver to the physical NIC hosting the Master IP address.

To enable support for gratuitous GARP,

1. Go to Start > Control Panel > Network and Sharing Center and click Change Adapter Setting to
view the list of installed adapters.

lgix

évoch? - Netw... ~Networ... ~ v (& [searann.. |

Organize v  Disable this network device » i‘:: > 0 @

L Local Area Connection
"% Unidentified network
@7 Microsoft Virtual Machine Bus Networ...

.: || Mult-IP Network Adapter
> _ Unidentified network
@7 Mult-IP Network Adapter

Radio IP Software, Inc. | 105-0000000837-0136 | 2015-11-09 | www.radio-ip.com
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2. As shown, right-click the physical adapter assigned to the Master IP address previewed on page 9
and select Properties from the context menu.

=
Nawodmglaxml
Connect using:

]s;- Microsoft Virtual Machine Bus Network Adapter #2

‘This connection uses the following items:

Client for
4= Q05 Packs
45 File and Printer Sharing for Microsoft Networks
-4 Intemet Protocol Version 6 (TCP/IPv6)

RN oc1o<t etwork Feature Type
Select Network Feature T X
& Link-Layer To i3 —Il
+ LnkctaerTo 2%
Click the type of network feature you wart
o™ Cliert & i Click the Network Protocol that you want to install, then click OK. If you have
Install... B an installation disk for this feature, click Have Disk.

e Manufacturer | [ Network Protocol: |
e prote is a language your computer
el el Microsoft IRADIO-IP PACKET GENERATOR
I add..

Gl ;};saivshasmklhsﬁcodeﬁn)s'mm. Have Disk...
= e
|

3. As previewed in the above screen cascade, simply click Install to launch the feature installation
wizard.

4. Select Protocol in the list of available features followed by Add.
Click Radio IP > RADIO-IP PACKET GENERATOR followed by OK to apply.

6. Back to adapter properties, make sure the RADIO-IP PACKET GENERATOR feature is checked, then
click OK to close.

X
Networing | Sharng |
Connect using:

I-g Mult-1P Network Adapter

This connection uses the following items:

9% Client for Microsoft Networks

[ = QoS Packet Scheduler

gFile and Printer Sharing for Microsoft Networks

B RADIO-IP PACKET GENERATOR
[J -a Intemet Protocol Version 6 (TCP/IPv6)

~&- Intemet Protocol Version 4 (TCP/IPv4)

[J -a. Link-Layer Topology Discovery Mapper 1/0 Driver
[ - Link-Layer Topology Discovery Responder

nstal.. | Uninstal Properties
= —
A driver to support usermode 1/0 on NDIS devices

Close I Carice!

Warning

Be advised that this procedure adds the RADIO-IP PACKET GENERATOR feature to all
A interfaces installed on the local host. At this point, take a minute and review
properties for each remaining interface, including Radio IP’s own VNIC, and make
sure that they show this feature as disabled (unchecked).

Radio IP Software, Inc. | 105-0000000837-0136 | 2015-11-09 | www.radio-ip.com
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Supplying Mult-IP Routes to Application Servers

Mult-IP gateway routes (segment, subnet mask) as well as the master IP address should be added to
your corporate router for the benefit of application servers (CAD, FTP, and so on). Those routes serve
as a return path for application packets sent out to listening mobile devices.

For example, if your Mult-IP network is set to operate on a segment of 172.20.0.0, subnet: 255.255.0.0
with a master IP address of 192.168.13.250. Add a route as follows:

1. Log on to an app server using administrative rights.

Go to Start > Run and type cmd to open a command prompt window.
3. Based on our example, add a route using the following command syntax:

a. route add 172.20.0.0 mask 255.255.0.0 192.168.13.250 -p
4. Repeat this syntax for each Mult-IP segment you wish to add.

This concludes basic setup of your first Mult-IP gateway. Gateway software offers no Ul and runs as
background services set to start with Windows. Once you have installed the management console, you
will have access to the user interface through which gateways are configured and monitored.

Retrieving Product Information

The Mult-IP gateway software runs as a service with no conventional GUI from which to retrieve
product version information. Nonetheless, just as you would for any other installed Windows program,
you may retrieve product information (and version number) by querying the host computer’s Control
Panel.

To retrieve Mult-IP gateway product information,

1. Open the Control Panel of your Windows 2008 R2 Server or Windows 2012 R2 Server OS and click
Programs and features.

2. As shown in the next screen sample, simply scroll down and select Mult-IP Gateway x64. Product
information can be retrieved from the bottom pane.

5l Programs and Features ] 5]
|ei j= [E ~ Programs ~ Programs and Features ~ [§Z3 | search Programs and Features [ﬂ‘
Control Panel Home or a prog
View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change,
or Repair.
' Turn Windows features on or off
Organize ~ Uninstall Repair = - @
Name = | = Publisher -
~ B Diagtools Radio IP Software Inc
7. Microsoft .NET Framework 4.5.1 Microsoft Corporation
[=7] Microsoft Forefront Client Security Antimalware S...  Microsoft Corporation
[=7] Microsoft Forefront Client Security State Assessm... Microsoft Corporation

& Microsoft Silverlight Microsoft Corporation
[=7] Microsoft Visual C++ 2008 Redistributable - x64 9... Microsoft Corporation
[=7] Microsoft Visual C++ 2008 Redistributable - x64 9... Microsoft Corporation

[m7]Microsoft Visual C++ 2010 x654 Redistributable - ... Microsoft Corporation
BT MSxML 4.0 5P2 (KB954430) Microsoft Corporation

[=1MsxML 4.0 5P2 (KBS73688) Microsoft Corporation
Mult-IP Ga X654 Radio IF Software Inc

ackage - RADIO-IP (Ndisprot) M... RADIO-IP

== Windows Driver Package - RadiolP Mult-IP Networ... RadiolP

u | o

Radio IP Software IncProduct version: 3.10.0.3804
Heip link: Hiip: ffiwww. radic-ip. com
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Installation of the Management Console

This section details installation of the management console. While you are encouraged to install and
use the console on a dedicated LAN-based workstation in order to minimize resource utilization on
gateway machines, it is however mandatory to install the Management Console on the Mult-IP Gateway,
so that the FrontEnd service is installed and allows remote instances of other Management Consoles to
get connected.

Note: Distinct installers are supplied depending on whether you are installing the console on a x86 or
x64 Windows platform.

Note: Avoid running the management console installer on workstations running Mult-IP Client
software. It adds an always-on Front End service designed to communicate with gateways from
LAN-based computers.

Pre-installation checklist

Before launching the installer, make sure the workstation meets the following requirements:

+  Windows XP SP3 or higher operating system.

+  Microsoft® Visual C++ 2005 redistributable (preinstalled on most modern operating systems).

+  Microsoft® Management Console (MMC) v. 3 (ships with all supported Windows OS except for
Windows XP SP3). Should the need arise, query the Microsoft website to download this software.

Step-by-Step Installation

The following set of instructions will guide you through the task of installing the management console.
Repeat this procedure for all monitoring stations you wish to set up throughout the corporate LAN.
To install management console software,

1. Run ConsoleSetup64.exe (Or ConsoleSetup32.exe on x86 machines). Setup should start
within a few seconds.

Mult-IP Management Conscle x64 - InstallShield Wizard -

Mult-IP Management Console x64 requires the following items to be installed on your
&9 computer. Click Install to begin instaling these requirements.

Status  Requirement

Pending DevExpress .NET redistributables

Pending Diagtools x64

Pending Microsoft Visual C++ 2008 Redistributable Package (x6<)

[ Install | [ Cancel

The installer begins by scanning your system for missing components. In this instance, you are required
to install Diagtools, which is a companion troubleshooting software provided by all Radio IP software.

2. Click Install to fetch and install components.
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3. Watch for onscreen prompts to assist third-party component installation.

The Mult-IP wizard starts once all components are installed.

RADIO IP™ MULT-IP END-USER LICE|
\GREEMENT

IMPORTANT: RADID I SOFTWARE LICENSES. THE ENCLOSED
(0U OALY IF YOU ACCEPT ALL OF THE TERMS AND CONDIT Ok bt 9 e e i,
ICENSE AGREEMENT. YOU SHOULD CAREFULLY REAY

i < Rt

TN T suns:

iastihets

T -

The InstallShield Wizard has successfully installed Mult-IP
Management Console x64. Click Finish to exit the wizard.

4. Click Finish to complete installation.
Installation of the management console is now complete.

Note: for an installation of the console on a different machine than the Mult-IP gateway, jump to
Connecting to an alternate Front End on page 17 to learn how to connect a remote
management console to a gateway.

Before going any further, please review Secure Login on page 16 to learn how to change the master
password in order to preserve system security.
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Secure Login
System integrity and security should be your prime concern from the earliest stages of deployment.

Mult-IP comes preloaded with the Super User role matched with the admin user. These are supplied for
administrative purposes and cannot be edited or deleted. As the system administrator, you are

encouraged to login to the management console soon after the first copy is installed in order to update
access credentials. This will help secure subsequent accesses to the console and its configurable areas.

Make sure that at least one gateway is running before initial login to the management console. User
credentials are centrally managed.

To secure login,

Review Connecting to an alternate Front End Service if you are performing this task on the x86 version
of the management console which is not designed to automatically connect at launch.

1. Double-click the é@ﬁ desktop icon to launch the management console and wait for the login
prompt. Keep in mind that this prompt is an indication that you have successfully connected to a
gateway.

Username: || |

Password: | |

2. Type the following default login credentials.
User: admin

Password: admin

Upon successful login, you will be prompted to change password as shown next.

in
/_IA Please change administrative password.
-
Current Password :
New
Confirm password :

3. Asinstructed, type the current “admin” password. Then type a new password twice. Keep in mind
that the admin username tied to this administrative user profile cannot be changed.

4. Click OK twice to register using the new personal password. Administrative login is now secured.

Note: Failure to perform the login and change password steps within a few minutes of console startup
will lock you out of the system. Simply quit the application and reload to repeat steps.
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Connecting to an alternate Front End Service

Connecting the management console to the Mult-IP gateway network is handled differently depending
on whether you have installed the x86 or x64 version of the Mult-IP management console snap-in
software. Consider the three supported scenarios:

+ Preferred method: A user installs the management console on a remote machine, the user will
have to invoke the one-time Connect to an alternate Front End command described next, after
launch of the console.

+ A user installs the x64 version of the management console on the x64 gateway machine. This is the
simplest path in which both console and gateway are on the same machine, which poses no
connection issues. However, this option is not recommended because the Mult-IP gateways should
be running on a secure, dedicated machine in order to maximize traffic handling performance.

Follow the next procedure to connect a management console installed on an x86 Windows workstation.
To connect to an Alternate Front End,

1. Launch the management console. Expect a “System Connection Error” error message.
2. Click Connect to an alternate Front End in the Actions pane

_#% Mult-IP Remote Management

Set Snap-In Connection to Front-End Server

(" JRemote Host

% Mult-IP Remote Management

Server Name

Configuration Port :

Set Snap-In Connection to Front-End Server

‘ () Localhost (@) Remote Host

Server Address

Server Name -

Server Name

IP Address v4
IP Address vé
8081

Configuration Part :

3. As shown, point to Remote Host, then select IP Address IPV4 from the drop-down list.
4. Type the master IP address supplied earlier then click Finish to connect.

5. Wait for the User Authentication dialog as an indication that you have successfully connected to a
Mult-IP gateway. Proceed to log on as usual.

Note: You will only need to do this once. This procedure usually comes handy in organizations running
two or more independent Mult-IP VPN networks, where all networks are managed and

monitored from the same workstation.
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Installing License server software

This section describes the installation of a Mult-IP License server stand-alone installation. Single license
server may be installed on a dedicated Windows Server 2008 R2. To be able to join adequately the
dedicated context, this stand-alone installation should occur after the first gateway installation.

Note: Make sure to add Radio IP License server process (LicenseServer.exe) to your antivirus exclusion
list to prevent unexpected stops.

Warning

A If you deploy your Mult-IP license on a virtual machine, take appropriate measures to
ensure that your MAC addresses and machine identification cannot change over time.
Failure to do so may result in a loss of license and potential outage.

The following requirements must be met for proper License server environment operation:

+  Windows Server 2008 R2, Windows Server 2012 R2,;

+ .NET Framework 2.0 or later (included but disabled in Windows Server 2008 R2, .NET 4.0
Framework is enabled by default on Windows Server 2012 R2);

MS XML v. 4.0 (included in Mult-IP gateway installer);

Microsoft® Visual C++ 2008 redistributable (bundled with the Mult-IP gateway installer);
Microsoft® Management Console (MMC) v. 3 (included with Windows Server 2008 R2);
One Gigabit Ethernet Network Interface Cards (NICs) set to static IP addresses.

¥y ¥ ¥ 3
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Step-by-Step Installation

To install the License server,
1. Run GatewaySetup64.exe. Navigate to the Setup Type window.
2. Select Custom type and enable the License server component only.

3. Click Next followed by Install to begin copying the file. You will be prompted with the next context
selection screen.

Available context on the network

—Multicast Settings

Multicast graup I Z39 . Z39 . 239, 23

Mulkicast port 19190

Save

—Select conbext to use

I Metro-Agencies

e

~Select the interface supporting the Master IP

IMicrosoFt Virtual Machine Bus Metwork Adapter j

1P Address: 172,27.5.11
Subnet mask: 255.255,240.0

Cancel |

4. While installing the License server, configure the following three parameters:
a. Set the multicast group and port to exchange Election information between Mult-IP gateways;
b. Identify a context. To do so, either select the Windows machine name on which the Mult-IP
gateway software is being installed or type a custom context name in the text entry field. This
name will be multicast over the corporate LAN. Context Name should be no longer than 40
characters, and should not contain spaces nor the following characters: ! *. & "'<>\/ “;

c. Click the drop-down list and select the physical network adapter dedicated to support the
Master IP. This network card will serve as a return path for traffic originating from network
devices (namely application servers) intended for fleet clients.

5. Click Finish to complete and close the installer.
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Installing Client Software

This section describes installation of the Mult-IP client software on Windows XP SP3 (x86) and Windows
7 (x86, x64) or Windows 8.1x64 machines as well as the mandatory “dry run” registration to the Mult-IP
gateway.

Important notice: Install client software only once gateways are set up and ready to receive
connections from mobile devices.

Pre-installation checklist

Before launching the Mult-IP Client installer, make sure the mobile workstation meets the following
requirements:

+  Windows XP SP3, Windows 7 (x86 and x64) or Windows 8.1x64.

+ .NET Framework 2.0 or later.

+  All network adapters (NICs) updated to the latest manufacturer firmware along with disabled
Checksum Offloading to prevent network slowdowns which lead to failures.

+ Disabled local Windows firewall whenever possible. However, if your organization requires that a
firewall remains active on all devices at all times, enter Windows firewall properties and create
inbound and outbound rules set to allow multip.exe.

To install Mult-IP Client software,

1. Review (or temporarily disable) antivirus software on the mobile device to allow system changes
during the installation process.

2. Apply one of the following installation options:
= RuncClientSetup64.exe on x64 systems (or ClientSetup32.exe on x86 systems) to

perform a fresh install of the current Mult-IP Client baseline version on mobile devices
available locally. Note that the steps described in this section follows this installation process.

= Push mult-ip.msi through Remote Update to remotely upgrade mobile devices to the latest
Mult-IP Client. Note that the same file naming convention applies to both x86 and x64 folders.

Keep reading if you are performing a fresh install, otherwise review Applying Updates through Remote
Update in your Mult-IP Mobile VPN Administration Guide. To the end user, remote updates are silent
except for the required machine reboot upon update completion.

'Mult-IP Client - InstaliShield Wizard

4 Mult-IP Client requires the following items to be installed on your computer., Click Install
(&F)  to begin installing these requirements.

Status Requirement

Pending Diagtools x86
Pending Microsoft Visual C++ 2008 Redistributable Package (x86)
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The Mult-IP Client baseline installer begins by scanning your system for missing components. In this
instance, you are required to install Diagtools, which is a companion software used by all Radio IP for
troubleshooting purposes.

Warning: Diagtools includes a program called DTViewer used to generate traces. Turning-on all traces
is CPU-intensive and will adversely impact performance of Mult-IP Client. Tracing should
therefore be limited to planned situations and should not be left running without purpose.

3. Click Install to copy required add-ons.

Note: The following warning will inform you that the Microsoft® .NET Framework Redistributables v.
2.0 or higher component cannot be found on your mobile workstation. This package is not part
of the Mult-IP client installation but can easily be obtained by querying the Microsoft website.

i Mult-IP Installer Information

': This software requires (NET Framework 2.0 or higher
L]

4. Click OK to proceed. The Mult-IP client installer will resume with the following screens once all
third-party components are installed.

(R

@ Preparing to Install..

ML Clent Setupis preparng the InstalShield Wasrd,
‘which vl gusde you through the program setup process.
ait.

Decompressing: Mt IP.me Welcome to the InstaliShiekd Wizard for

Mult-IP Client

-_—
The InstalSheld(R) Wazard wil nstal Mt 1P Clent on your

computer. To contirne, cick et

VAP Comt - italda Ward =
mamaton ozl ‘
el

RADIO IP™ MULT-IP END-USER LICENSE
AGREEMENT o o i

s [Chees] Customer Information \
IMPORTANT: RADIO 1P SOFTWARE LICENSES THE ENCLCS]  py oo

[YOU ONLY IF YOU ACCEPT AL OF THE TERMS AND CONDI
IN THIS LICENSE AGREEMENT. YOU SHOULD CAREFULLY H

e me:
0.1 gccept the terms n the boense agreement] [penns
1o not accept the terms in the license agreement

Organaston:

L] PeroGors] TR SRR <

[ <mo " hed Destination Foder \
, or ik Change: >«
Instal ths appicaton for:

Instal Mt Clent to:

9 Bnvone who ses o3z camputer (o aers) 7 2 =
L/ Coprogram s Radote Wit 7\ e
Orly for me (Windows User) Prog P |

<ask [ mexts)

[T =

As shown in the previous cascading screens, accept the license agreement then click Next.

6. Fill in user information and leave radio button set to Anyone who uses this computer (All users),
then click Next.
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7. Review installation directory and click Next again to display the following dialog.

15 MUR-IP Client 164 - InstallShield Wizard E‘

Destination IP Information \.\
Enter the destination IP address and port number of the target Mult-IP Gateway,

Destination IP Address

Port value

46871
(1024 - 65535)

InstallShield

[ <Bak |[ mext= || cancel

8. As requested, type the destination IP address of the registration gateway.

Note: The destination IP address entered here is a route for client registration. It corresponds to the
External Address Access value assigned to the corresponding Generic IP driver for one of the
gateways in the same context (i.e. farm). Keep in mind that the static IP address entered
above will be saved as a default route and will be recalled whenever you perform a Reset
Factory Defaults on Mult-IP Client.

Note: Do not confuse the Destination IP Address with the IP address assigned to a gateway on the
Mult-IP virtual IP segment.

9. Enter the Port value reserved for communication with the registration gateway (between 1024 and
65535). The installer suggests a default port value of 46871 also assigned to the Generic IP driver
onboard Mult-IP gateways. Review Gateway Communication Driver parameters in the Mult-IP
Mobile VPN Administration Guide should you decide to change this parameter.

10. With the IP address typed in, click Next > Install to begin filecopy. Watch for a certificate warning.
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11. The warning comes as Windows detects the pending creation of Radio IP’s Virtual Network
Interface Card (VNIC). As shown above, click Install to continue with the VNIC’s Internet Protocol
(TCP/IP) Properties screen.

The following screen appears shortly after, marking the end of the installation process.

[ 5! Mult-IP Client - InstaliShield Wizard

- InstaliShield Wizard Completed

The InstaliShield Wizard has successfully installed Mult-IP
Client. Click Finish to exit the wizard.

[7] show the Windows Installer log

@3  You mustrestart your system for the configuration
s /' changes made to Mult-IP Client x64 to take effect.
Click Yes to restart now or No if you plan to restart
later.

C e ] [ ™ )

12. Once files are copied, click Finish. Then as shown, click Yes when prompted to restart the mobile
device. Mult-IP Client will automatically start with Windows upon reboot as evidenced by the
deskband showing in the system tray area.

Installation of the Mult-IP Client software is now complete. If you are planning fleet deployment
through the method of imaging a “best of class” mobile workstation, please review recommended
practices described in Ghosting Mobile Workstations.
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Ghosting Mobile Clients

The following procedure applies to organizations planning fleet deployment by replicating a best-of-
class configuration obtained from a mobile workstation running Mult-IP Client.

Ghosting is a time-saving process which allows large organizations to quickly deploy 100s of similarly-
configured mobile devices. Instead of having to manually install applications and test configurations on
individual machines, a typical scenario would have IT personnel perform this task once and simply use
ghost software to provision remaining mobile workstations.

Important Notice - Avoid ghosting a machine that has been previously registered to a Mult-IP gateway
so as to prevent duplicate entries in the Mult-IP client list. A sound practice would be to test (or
rehearse) installation and registration on a sample mobile workstation, revert workstation to a virgin
state, then reapply installation prior to the actual ghosting process.

To ghost a source workstation,

1. Install Mult-IP Client on a source mobile workstation deprived of network connectivity.

2. Type the destination IP address pointing to a registration Mult-IP gateway.

3. Upon installation completion, click Cancel when prompted to restart the mobile workstation.

4

Navigate to the Services console and stop the RadiolP Mult-IP service (which should not have had
time to start), then set startup type to Manual.

5. Navigate to C:\Program Files\RadioIP\Data\Backup and copy the MultIP.xml file up one
level to the Data folder. When prompted, agree to replace the existing file.

6. Open Registry Editor and erase HKEY_LOCAL_MACHINE\SOFTWARE\RadiolP\MultIP\Registration
(this key may not be present).

7. Reboot the workstation. This step is needed to ensure that all binaries and services are properly
registered with the OS.

8. Ghost the mobile workstation using popular imaging software like Symantec Ghost™.

To deploy a fleet of mobile workstations,
1. Apply the ghost image on mobile clients.

2. Make sure to change computer name on each workstation after a first reboot (unless this step is
accomplished through ghosting processes such as (New SID, Sysprep, and others).

3. Enable the network interface which will connect through the Generic IP driver using the supplied
destination IP address and port (which is set by default to UDP port 46871).

4. Launch the services console and set the RadiolP Mult-IP service to Automatic and start service.

5. Locate the Mult-IP deskband and validate that the only displayed Generic IP Driver is not showing a
yellow exclamation mark and that it is operational as illustrated in the next screen sample:

e 1)

6. Log on to the management console and navigate to the Clients node. From there, notice that all
clients are held in the Quarantine group (or custom default group).

7. Acknowledge each mobile client at your earliest convenience by assigning them to their respective
functional group.
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Installing Mult-IP Analytics Software

To take advantage of the Mult-IP Analytics reporting feature, you must first complete the following
installation and configuration tasks:

1. Installation of the Mult-IP Analytics server and association with an existing SQL database;
2. Binding of the Analytics server to your Mult-IP gateways;

3. Definition of an ODBC data source;

4. Installation of the Mult-IP Analytics Launcher.

Note: The Mult-IP Analytics software targeted by this procedure cannot be used to upgrade previous
versions. Make sure to always run server and launcher installers on fresh systems.

Installing Mult-IP Analytics Server
Make sure the following requirements are met before running Mult-IP Analytics server installer:

+ a Windows XP SP3 minimum physical or virtual machine for a small fleet;
+ a Windows 2008 R2 x64 physical or virtual machine for a large fleet of 500 clients and up;

*+  Microsoft® .NET 3.0 Framework or higher installed (if you are installing on a Windows 2008 R2
machine, add the .NET Framework 3.5.1 feature.

+  Microsoft® SQL server 2005 or later with TCP/IP network support;
+ SQL server local or named instance along with administrator credentials.

To install the Mult-IP Analytics Server,

1. Copy both setup.exe and Mult-IP Analytics Server Installer.msi to a common location on the host
machine.

2. Launch setup.exe and click Next to move forward through the straightforward installer. Pay
attention to the following dialog displayed during file copy.

|§ Mult-IP Reporting Server

Installing Mult-IP Reporting Server

Mult-IP Reparting Server is being installed.

Pleaze wait

[ patabase Install =] 5]

Enter the SOL Server Administrator login information below:

SaL Server: ISQ | Express
Username: Isa
Password: I

If you do not know the login information, you will need
to instzll the RadiclP database manually.

Eanc:el T e S— ) |

Skip and Install Database Manually |
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3. Click the SQL Server field and type the local or named instance. This property is not case
sensitive but adheres to the following naming convention (with no spaces allowed):
machinename\instancename
In our example, the Mult-IP Analytics server database connects to the Microsoft® SQL Server
Express engine which would require you to overtype field contents with
machinename\sglexpress.

Note: Mult-IP Analytics can use the same SQL instance previously assigned to other programs
accessing the SQL Server.

Note: You may need to retrieve instance name from the SQL administrative console if you do not
have this information handy. Username and password are supplied once during installation of
the SQL server and cannot be retrieved otherwise.

4. Enter Username and Password credentials, then click Install(...). Allow up to a minute for the
following confirmation.

ﬂ

Database installed successfully.

5. Click OK to continue with product registration.

. License

This installation is licensed in dema mode. If you wish to upgrade
the license, please provide the activation code below to Fadio IP
Software and request a full licenze unlock code.

Install Code:

Provide the install code above to Radio IP Software support at:
1 [877] 8901511 [US and Canada] or +1 (514] 890-1511
[International]. “You may alzo emal the code to suppaort@radio-
ip.com with the mention "MullP &nalytics server activation."

Once you have received your activation cade, enter it below ta
license your installation:

Activation Code: |

Activate Later | Unlack this Instalation |

6. Paste the grayed-out Install Code to a text file for later use, then click Activate Later to close
the installer. This will suspend the Analytics server until a proper activated code is supplied.

Note: Click Activate Later for a 30-day trial of the product. To activate product at any time during
the trial period, go to Start > All Programs > RadiolP > Mult-IP Analytics > Mult-IP Analytics
Admin And click License.

7. Email Radio IP at support@radio-ip.com using subject line “Analytics Registration” and supply
the following information:

e Customer Name (for example, Metro Corp)

e Number of mobile clients allowed per Mult-IP context, where one context identifies a
gateway farm which usually covers to your entire corporate deployment. (refer to your Mult-
IP license)

¢ Install code (retrieved from previous step)
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8. Upon receiving the Activation Code, run the following command to return to the product
activation screen and complete the process:

= x86 systems, run: C:\Program Files\Genesis\Mult-IP Analytics\Mult-IP Analytics Admin.exe
= x64 systems, run: C:\Program Files (x86)\Genesis\Mult-IP Analytics\Mult-IP Analytics Admin.exe

Binding the Analytics Server to Mult-IP Gateways

Once installation of the Analytics server is complete, you must specify the originator of the statistical
information, in this case Mult-IP gateways.
To bind the Analytics Server to Mult-IP Gateways,

1. Go to Start > All Programs > RadiolP > Mult-IP Analytics > Mult-IP Analytics Admin. Wait for the
following settings window to appear.

#7 Mult-IP Analytics Admin . ] A
Server Settings éga
= appSettings

Connection String SERVER=gatewaytwo"sglexpress;UlD=sa;PWD=Twi

|PAddress
Part
ContextMNames

ConnectionString
ConnectionString
[MatIP Anaytics Servics exe.confia ]
License | Save Settings | Done |

2. If the Mult-IP Analytics is running on a stadalone computer, type the host static IPAddress and
Port assigned to the external SQL Server. Leave empty if both components are running on the
same Windows host.

3. Click the ContextName text field and type the mandatory context nhame of your Mult-IP
environment set earlier on page 9. This parameter will allow the Syslog data generated by Mult-IP
to be copied to the SQL database.

Note: The ContextName parameter is not limited to a single context as some organizations might
support multiple Mult-IP VPN environments for distinct agencies. Use the following syntax to
register as many contexts as are required to funnel all status data from all gateway farms into
a unified SQL storage solution:

ContextA;ContextB;ContextC

Note: Hover your mouse over the ConnectionString text area should you need to recover useful
information about the Mult-IP-specific SQL instance (such as username, password and target
database name).
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Creating an ODBC Data Source

Follow the next steps to create the ODBC data source which binds the Analytics report launcher
(installed later) with an active SQL Server instance.

To create the ODBC data source,
1. Launch the ODBC Data Source Administrator on the machine hosting the management console.
Keep in mind that access to this tool varies slightly from one Windows version to the next.

2. Select the System DSN tab.

B9 0DBC Data Source Administrator x|

User DSN | System DSN | Fie DSN | Drivers | Tracing | Connection Pasiing | About | )

User Data Source: #4 0DBC Data Source Administrator 5'

"UserDSN  System DSN | File DSN | Drvers | Tracing | Connection Paoing | About |

Excel Files System Data Sources:
MS Access Datz Mame | Driver | Add... |

Eemove
LConfigure...

™| e

and ca

An ODBC System data source stores information about how to connect to
; the indicated data provider. A System data source is visible to all users
= on this machine. including NT services.

oK | Cancal | ipl | Wb |

3. Click Add to add a data source. As shown next, scroll the list of available application drivers and
select SQL Server.

Create New Data Source x|

Select a driver for which you want to set up a data source.

Name I V':I
Microsoft FoxPro VFP Driver (" dbf) 1
Microsoft QDBC for Oracle
Microsoft Paradox Driver (".db }
Microsoft Paradox-Treiber {*.db )
Microsoft Text Driver ("bd: ~csv)
Microsoft Test-Treiber (*txt; “csv)
M

T oo oo

< Back Mexd = Cancel
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4. Click Next > Finish to launch the SQL server data source creation utility. As shown in the
following screen cascade, type a Name such as Radio_ IP, then click the Server drop-down list
and select the hostname of the active SQL server instance you want to bind to. You may also
type the hostname if it is not showing or else, type the machine’s static IP address.

Create a New Data Source to SQL Server éll
This wizard will help you cre L8 L R s X 5]
connect to SQL Server.

What doyou wantto MMTgrabym-vaODxdnamMyoummm

%! Name: |'_ E What name do you want to use to refer to the data source?
&

How do you want to descrit Name: lﬂadio_IP
- How do you want to describe the data source?
Which SQL Server do you\ Description: [

Firesh | |

Finish Next > Cancel Hep |

5. Click Next to continue.
6. Set ODBC client access attributes exactly as shown in the next set of cascading screens.

Create a New Data Source to SQ rve xil

[reate sow Dot sower to s server
. X
How should SQL Server verify the authenticity of dhe
o My Severgien ST —
\ " Wih Windows NT ticati iryther
! - R & Bbrark c =
€ -‘1. IS ‘With SQL Server authentication us'1g a login
* entered by th € Named Ppes
To char &/ ) 5 Server name: IGATEWAYTWO
click Cli Te th o usedtc ¥ @ ICP/AP
click Client Configuration. € Muiprotocol ¥ Dynamically determine port
o | —_GentCorf | € Ny/Link PA/57% Pogt nurmber e
= [ Connectto SQL Serverto obtain . sfaul setting:
Login ID: fsa
Password: l
J OK I Cancel Help
i <Bock | Net> | Cancel | Hep | l

7. Click the With SQL Server... radio button to determine the login ID authentication method.
Click Connect to SQL Server... and type the SQL server cap-sensitive credentials.

9. Click Client Configuration (see rightmost in the previous screen sequence). Make sure that both
Server alias and Server name are set to the SQL server’s machine name. Then, if you configured
the SQL server to receive queries over an assigned port (set via the SQL server administration
tool), uncheck Dynamically determine port and supply port value.

10. Click OK.
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11. As shown below, check the top box, then switch from master to GET_RadiolP SQL database. Do not
change any of the remaining options.

Microsoft SQL Server DSN Configuration | X]

Microsoft SQL Server DSN Configuration | X|

mast
I~ Attac |V Change the default database to:

I~ Attach database filename:

i

LCreat
- I
o= LT
ol v Lreate temporary stored procedures for prepared SOL statements
- i and drop the stored procedures;
¥ Uses & [nlywhen youl discannect : ;
o When you discorinect and as appropriate while you are
Vv Uses connected
Uset IV Use ANSI quated identifiers.

S
S V' Use ANSI nulls, paddings and warnings.
Use the falover SOL Server if the primany SEL Serveris not
available;

<Back Next> Cancel | Hep |

12. Click Next and Finish to complete the data source creation wizard.

13. This step is not mandatory. However, to avoid troubleshooting down the line, you are advised to
click Test Data Source . As shown below, expect a successful connection report.

ODBC Microsoft SQL Server Setup x|
WU LR Y <1 scrver ODBC Data Source Test x|

Microsoft SQL Server OB~ Test Resuts

Data Source Name: Fadio, | [Microsoft SQL Server ODEC Driver Version 06.01.7600 = |

Data Source Descrip jon:

Server: GATEWAY . WO Running connectivity tests...
Database: GET_F adiolP

Language: (Defz .it) | Attempting connection
Translate Chare ter Data: Connection established

Log Long Rumung Quenes Verifying option settings

Log Driver St istics: No Disconnecting from server

Use Region-: Settings: No
Prepared £ atements Optio TESTS COMPLETED SUCCESSFULLY!
disconner

Use Fair ver Server: No
Use Al 5] Quaoted Identfier
Use A"151 Mull, Paddings a
Data “neryption: Mo

Test Data Source...

14. Click OK to close the connection report.

This concludes the data source creation process and one-time connection to the Mult-IP Analytics
server database. Keep in mind that you should not have to repeat this procedure unless one of the
following conditions occur:

+ The SQL server is moved to a new machine (causing a new machine name to be applied).
# The SQL instance name has changed
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Installing the Mult-IP Analytics Client
Make sure the following requirements are met before running the Mult-IP Analytics client installer:

+ a Windows XP SP3 or higher machine with Mult-IP management console installed;

+  Microsoft® .NET 3.5 SP1 Framework or higher (for Windows 2008 R2, add the .NET Framework 3.5.1
feature);

+  Microsoft® Excel 2003 or higher installed and set to allow macros.
To install Mult-IP Analytics client software,

1. Copy both setup.exe and Mult-IP Analytics Client Installer.msi toacommon
location on the machine hosting the Mult-IP management console.

2. Run setup.exe.

‘Welcome 1o the Mult-1P Analytics Client Setup (=]
wWizard .

00 st e o e e s e i
cirgm

Select Instaliation Folder P,

Confirm Installation [*]
[T R ———

Installing Mult-1P Analytics Client >

P s o e Instation Complote >

3. As shown, simply click Next to complete the straightforward installation wizard. Make sure not
to change the default installation directory.

4. Once the Mult-IP Analytics client software is installed, navigate to:
C:\Program Files\RadioIP\MultipGateway\Console\Views\

5. Open ReportDirSettings.xml in Notepad.

101!
File Edit Format View Help
[<settings xmIns:xsi="http://www.w3.org/2001/XMLSchema-i nstanc;l

<Configuratigp
<PathToExdzPathToLauncherexecutablerild
</Configuratid

l</Settings>|

/PathToExe>

e

4 | AP

6. Edit the file by replacing the following xml string: PathToLauncherExecutableFile
with a path pointing to the Mult-IP Analytics client executable.

= For x86 systems, type:
C:\Program Files\Genesis\Mult-IP Analytics\Mult-IP Analytics Client.exe

= For x64 systems, type:
C:\Program Files (x86)\Genesis\Mult-IP Analytics\Mult-IP Analytics Client.exe

Installation of the Mult-IP Analytics Client consisting of the report launcher. To make use of the
Analytics functionality, you must configure Mult-IP for event forwarding to a remote SQL server and
generate reports through the management console GUI. Those aspects and more are further discussed
in the Mult-IP Mobile VPN Administration Guide.

Radio IP Software, Inc. | 105-0000000837-0136 | 2015-11-09 | www.radio-ip.com




Mult-IP 3.11.2 | Installation Guide

_~ Radio
Redefining Secure Mobility

Uninstalling Mult-IP Software

IMPORTANT: This section contains information about modifying the Windows registry. Before you
modify the registry, make sure to back it up and make sure that you understand how to restore the
registry if a problem occurs. For more on backing up, restoring, and editing the registry, consult article
256986 in the Microsoft Knowledge Base.

Apply the following procedure to remove Mult-IP from your Windows hosts. This document offers a
software removal path that will free machine from any “bread crumbs” that would otherwise require
restoration of the OS to a state prior to the time Mult-IP components were installed. Consider the
scenario that best applies to you and follow the steps in the exact order shown.

This document assumes that the uninstallation processes are taking place on Windows 7/Windows
8/Windows 2008/Windows 2012 machines which both exhibit Microsoft’s latest operating system menu
structure. Windows XP users will be alerted in instances where access to such items as control panel
items shows variations.

Scenario 1: to uninstall Radio IP software on the gateway machine

1. Go to Start > Control Panel > Programs and features.

2. Right-click and uninstall components in the reverse order in which they were installed. For
instance, if you installed Diagtools, Mult-IP gateway and Mult-IP management console snap-in
on the same machine, simply uninstall components in the following order: Mult-IP Management
Console x64, Mult-IP Gateway x64, followed by Diagtools. Wait for the following services
shutdown dialogue.

Mult-IP Management Console x64 x|

The following applications should be closed before continuing the:
installation:

Radio IP NDIS Server
Radio IP RipStorage
Radio IP RL Agent

Radio IP Mult-IP Gateway

I Automatically close applications and attempt to restart them after
setup is complete.

" Do not close applications. (A Reboot may be required.)

Cancel

3. Make sure the top radio button is selected and click OK to let the uninstall utility to stop
gateway services.

Note: While uninstalling the Mult-IP Management Console you might be prompted with the error
message 1001. Simply acknowledge the message and the uninstall process will be resumed.

Mult-IP Management Console x64 _>5]

_l& Eror 1001.
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4. Once all items have been uninstalled, go to C:\Program Files and delete the Radio IP
installation folder.

5. Go to Start > Run and type Regedit to launch the Windows registry editor. Delete the
following registry hive using elevated rights:
e HKEY_LOCAL_MACHINE\SOFTWARE\RadiolP
e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\multip (if present, remove it
also from the others CurrentControlSet sub hives - 001, 00n)

6. Restart the computer. This will complete removal of all Radio IP software components,
including the license monitor.

Scenario 2: to uninstall Radio IP software on the standalone management console machine

1. Go to Start > Control Panel > Programs and features

2. Right-click and uninstall Mult-IP Management Console (x86 or x64), then uninstall Diagtools if
you are not planning to use other Radio IP software on this workstation.

3. Delete the RadiolP installation folder found in either C:\Program Files or C:\Program Files
x86, depending on whether you had installed the x64 or x86 version of the software.

4. Launch the Windows registry editor with elevated rights and delete the following:
HKEY_LOCAL_MACHINE/SOFTWARE/RadiolP.

5. Restart the computer to complete the process.

Scenario 3: to uninstall Mult-IP Client software
1. Go to Start > Control Panel > Programs and features. (for Windows 7 operating system), or
go to Start > Control Panel > Add or Remove Programs (for Windows XP operating system)

2. Right-click Mult-IP Client and click Uninstall to start the uninstallation utility. Wait for the
following prompt.

Mult-IP Client

@O The setup must update files or services that cannot be
¥/ updated while the system is running. ¥ you choose to
continue, & reboot will be required to complete the
setup.

[ ok | [ cenca |

3. Click OK to acknowledge and continue. The purpose of this dialogue is to inform you that
some components, such as the deskband, will only be removed after a machine restart.

4. Uninstall Diagtools if you are not planning on using other Radio IP software on this
workstation.

5. Delete the RadiolP installation folder (C:\Program Files or C:\Program Files x86) if not
already removed by the uninstall wizard. If other RadiolP components are still present on the
workstation (like Diagnostic Tools, Shadoport Client) delete only the Mult-IP and Data folders.

6. Launch the Windows registry editor and delete the following, if found:

a. HKEY_LOCAL_MACHINE/SOFTWARE/RadiolP. If other RadiolP components are still present
on the workstation (like Diagnostic Tools, Shadoport Client) delete only the keys Data and
MultlP.
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b. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\multip (if present, remove
it also from the others CurrentControlSet sub hives - 001, 00n)

c. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-
11CE-BFC1-08002BE10318\{Key-ID-for-the-Mult-IP-Network Adapter}. If multiple Mult-
IP installations were performed on the workstation there is very likely to be found multiple
registry instances of the same Mult-IP Network Adapter.

Clean up the temporary files used by previous Mult-IP installation by performing the
following:

a. Clean up the Temp folder:

i.  C:\Windows\Temp - on Windows XP

ii.  C:\Users\UserProfile\AppData\Local\Temp - on Windows 7
b. Remove all found instances of the Mult-IP.msi extract:

i.  C:\Documents and Settings\All Users\Application Data\{Xxxxxxxx-yyyy-zzzz-www-
4q9q9qqqqqqqq} - on Windows XP

ii.  C:\ProgramData\{xxxxxxxx-yyyy-zzzz-www-qqqqqqqqqqqq} - on Windows 7
Restart the computer to complete the process.
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About Packet Size

The packet size parameter is present in the configurations of nearly all communication drivers. A few
words ought to be mentioned about it.

The packet size setting is the maximum length of the data payload (including protocol overhead) to use
on the Mult-IP communication network. The value results from a balance between efficiency and
safety. The higher the number, the more efficient the communication becomes as proportionally less
overhead is used per data payload. However, the longer a packet is, the more susceptible it is to being
corrupted by a transient RF emission, like radio interference, a starting engine, etc. Corruption leads
to retransmissions, and efficiency is lost.

On many private networks, the maximum packet size is also determined by the network provider or by
the modem manufacturer. Changing the values proposed by the driver installer should be made upon
request by Radio IP or by your network provider.

About IP Routing

Both Mult-IP gateway and client installers supply their respective host computer with a virtual network
interface card (VNIC). The VNIC has an IP address which is made available to the gateway so it may be
used as a normal network interface in the Windows OS IP Routing Table. Since many options are given
to the systems integrator by the client installer, this section will discuss the details of the IP routing
table, and the various options offered to the user.

The IP Routing Table

An IP Route table is present in all computers with the IP stack installed. It allows the computer to
determine where to forward an IP datagram when one is sent by a program. Here is what a routing
table looks like. You can get this output on a Windows computer by typing “route print” from the
command line.

Z:\>route print

Interface List

L0 MS TCP Loopback interface
0x2 ...00 04 75 £5 82 el ...... 3Com EtherLink XL 10/100 PCI For Complete PC Man
agement NIC (3C905C-TX) - Packet Scheduler Miniport

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.1.1 192.168.1.95 20

127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
192.168.1.0 255.255.255.0 192.168.1.95 192.168.1.95 20
192.168.1.95 255.255.255.255 127.0.0.1 127.0.0.1 20
192.168.1.255 255.255.255.255 192.168.1.95 192.168.1.95 20
224.0.0.0 240.0.0.0 192.168.1.95 192.168.1.95 20

255.255.255.255
Default Gateway:

Persistent Routes:

None
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Below is a short description of its structure and how it is used.

Network destination: This is a set of IP addresses or IP subnet that your computer can handle by itself.
IP datagrams generated by the local computer are addressed. The target address is matched (up to
some extent, as explained below) to one of these “Network Destinations”, and the best match made
determines a line in the table, and the line determines a local interface (the interface column), and a
gateway (the gateway column).

Netmask: This is a masking bit field. When comparing the target IP address in the datagram and the IP
address in the network destination column, the comparison takes place inside the zone where the
netmask bits are raised (set to 1). The more 1s you have in the netmask, the more determinative the
match can be, and the better the match, the more precisely the routing can be determined. As a
consequence, you can see in the table that no “Network Destination” is determined outside the bounds
of the “Netmask”; it would be useless to do so. However, for a line to code the route it is intended for,
the “Network Destination” must be determined entirely at least within the scope of the “Netmask”. As
you can see in the above table, there is a line reading 0.0.0.0, which means that if no other line gives a
match at all, at least this line will produce a 0-match. If a frame is sent to an address that matches no
network destination in this table, then this line will be selected as giving a 0-match (poor, albeit a
working default). The interface address on this line should be that of the Default Gateway.

Gateway: When a line is selected for routing, this field yields the IP address of the gateway (or router)
where datagrams are forwarded for further routing.

Interface: This an IP address bound to a local network interface card. When a line is selected for
routing, this field determines the network card that should be used to send the frame. This structure
allows a computer to host many network cards connected to entirely different networks.

Metric: The metric indicates the cost of using a route, which is typically the number of hops to the IP
destination. Anything on the local subnet is one hop, and each router crossed after that is an additional
hop. If there are multiple routes to the same destination with different metrics, the route with the
lowest metric is selected.

Default Gateway: This line is considered the last resort routing solution, and will be associated to the
default gateway, whose address you see at the bottom of the table, and a default interface. The
default gateway (and the default interface) is where IP sends its traffic when the routing table does
not provide any more appropriate information.
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Appendix B — Port Assignment

This section identifies outgoing or listening ports that you need to open on corporate firewalls to
permit communication between various components of the Mult-IP VPN.

Location Port Value or Range Description
Local gateway host firewall | 19190 (UDP) Default multicast communication port for Mult-IP systems
Local gateway host firewall | 46871 (UDP) Listening port reservation for the Generic IP driver. Used for

client connection lifeline. Please do not change.

Local gateway host firewall | 1024 to 65535 (TCP or UDP) | One listening port reservation for use by each additional
communication driver.

Corporate firewall 46871 (UDP) External port access reservation for the Generic IP driver.
Used for client connection lifeline. Please do not change.

Corporate firewall 1024 to 65535 (TCP or UDP) | One external port access reservation for use by each
additional communication driver.

Note: Make sure to add Mult-IP processes to your Antivirus Exclusion list to prevent unexpected Mult-IP
stops.
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Appendix C - Post installation tuning

This section describes steps to fine-tune the server to prevent issues that may occur after you enable
the Receive Window Auto-Tuning feature for HTTP traffic.

When the Receive Window Auto-Tuning feature is enabled for HTTP traffic, older routers, older
firewalls, and older operating systems that are incompatible with the Receive Window Auto-Tuning
feature may sometimes cause slow data transfer or connectivity loss. This may result in slow
performance or even an application crash.

If the incompatible devices or applications are outside your organization and it is impossible to replace
the devices, this issue will persist and it might be necessary to disable the Receive Window Auto-Tuning
feature for HTTP traffic.

Windows 7 and Windows 8.1x64:
1. disable the selective ACK (SACK) and the heuristic option:

a. open a console window with administrative privileges,
b. at the prompt, type:
i) netsh interface tcp set global autotuninglevel=restricted;
ii) netsh int tcp set heuristics disabled.
Windows 8.1x64 only:

Start > Run and type gpedit.msc to open Local Group Policy Editor;

2. Navigate to Computer\Configuration\Administrative Templates\Network\Windows Connection
Manager;

3. Select “Minimize the number of simultaneous connections to the internet or Windows Domain” and
disable it.
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